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JXKS PAT’TEF.NIDEN’:IFICATIC)NIN

NEP.F-REAL-TIME ACCOUNTING sYSTEMS

ABSTRACT

’70maximize the benefits from an advanced safe~ards

technique such as near-~eal-time accounting (NRTA),

Ecbphisticnteclmethods of a,lalyzi~g sequential materials

aCc(JLIRtiTIg data are llec~ssnry. The methods must be capable of

controlling the overall fals~-slam rate while assuring qood

pewrr of dctectinn &qain?t all poRsihle diverBion scenarios. A

metl?nd drnwn from the fi~ld nf pattern rcc?gnition and related

to tbn Il”larm-RPm\)PPc?=l-hart [1,21 appe~rf t,>% promisin~o

Pnwfllcurves FaRo(:on Non+c CfIrlr~c~lt-ulatirpfiill!l~tratethe

i~pl”n~’rm~nt~;o!r~rnrrf’ rr~.l!.v)rt+r)n.11met!’o+r.

1. INTl:orJIK:’J’lrJN

1
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The purpoEe of this paper is to report on a new technique having

its }:<. ~ i.nthe field of pattern recognition.

r’i-.--7::prnf r[::~:’nrrwat~z-ialCarioccur in a wide variety

of scenarios that are generally cors~dered to be bounded by

abrupt diversion (diversion of a relatively large amol:nt over a

short time period such as one week) and hy protracted diversion

(an accumulation of individually small diversions over a lcng

time such as one year). In pra?tice, the safeguards system must

address all the inte~mediat~ scenarios CIS well.

One of tb:epotential advantages oi NRTA is that it can

treat all such diversicn scenarios because materials balances

become available in a timely manner. However, the procedures

for exar:jninf:the materials balances for e~idence of diversion

must. M c~refuily co,lEtructed t,otake maximum advantaq= of the

available information, while quar~ing against the ranqe of

pnssi},le djvrrsion scenarjns. One way to achjeve thi~ uoal t nS

sllqg~rt.ed,irlFevpral prev~ous references rl-F], is to studs,” all

possible rontiqllnus suhseq(lences of materinlc }~alances;

obv~nllsly, all djvcrsicn scenarios would he coverefl by slick a

sc}lem~.

AS currc~nt.lyim}llrmrntecl,t,lmmethod is bancrlUri srqll(~ntial

stat.isticol tests }wcausc they ficem)_wst~ulted to the NR’1’A

proi)lem. T]leremailing diffic~llty concerns cuntrol]lnq t)~r

~n

(If
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materials balances will tend tc contribute to an incr~ase in

false slams. rn actualitv, the ir.crease is not as large as

might he thought because the suhseq~ences are big .ly correlated,

‘Theexact mathematical structure of a testing procedure

that would provide maximum power of detection wl~ilecontrolling

the overall false-alarm rate is difficult to determine,

especially in an analytical sense. For this reason, we have

turned to the field of pattern recognition for assistance. The

application of certain of the methods to the alarm-sequence

chart, which is described below and illmore de~aj.1 in Refs. 9

and 10, i~ a natural extension of tkis qraph~cal display that

heretofore has largely been subjectively interpreted. In the

follcwing, we ?-riefly deccrihe the m~tbod and give some

preliminary rcs~llts that appear biqhlv ~ncrmraginq.

2. T}IFPATTEFN-FECOGNI:’10~:A1,GCIFIT}IM

A test statistic ccmmwn]y applied in materials accounting

is the cumulative sum of mater~als Mlanc”es,



estimate of the total

whether a sequence of

evidence of materials

formulated as testing
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materials loss, and is useful in deciding

materials balances conttiins statistical

loss. This decision problem can be

the composite hypothesis

k =1,2, ....N ,Ho:~MBd<fl,
i.1 1 -

agzinst the composite alternative

‘1: f MB; > G , for at least one k, k = 1,2, ....N ,
i=l

where MB; is the actual materials balance and N is the total

number of balances. This test of hypotheses may be formulated as

a sequential prohahility ratio test (SPRT) in which a statistic

defined as the ratio of CIJSUMprobability densities under each

hypothesis is compared SO a decision threshold [11,121. Under

this testing procedure the deci~ion rule becomes:

(< - /- , accept H

{

~f CUSUM[k) -
o’

dqn ~ /2 Iln Tll , accept Hl ,

( otherwise, take an>ther ohservatlon ,

where V=(k) is the ‘/ariance of C!US[lM(k/and To, T
1

ar-e

lower and upper t,hrr:~b~ldsthat depend UPOR ~he required Type I

and Type II errors for Lh]m procedure. TI)P thresholds may k

determined hy t.h~approx{mntic)ns developed hy Wald 111]

4
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Q = -!3 ,1
= —— and T

‘o 1 -% 1 Q

where ? is the false-alarm proia?ilitu and ? is the

non-detection probability.

Because the actual 10SS pattern cannot be k~?w~.,the SFRT is

applied to all contiguous subsequences of materials balances,

resulting in a total of N(N + 1)/2 tests for a sequence of N

&lances. Further, to determine more precisely the significance

of eacl-te~t result., the SPRT is applied using decision

thresholds for several false-alarm Frobabilitie:. The results of

these tests are represe~ted in compact form by an alarm-sequence

chart [1,2].

‘Theslam-sequence chart is a pattern-recognition device

that pro~’ides a qraph!c display of the false-alarm prohbility

associated with each indication of 10SS. Each ob:;ervation

sequence for wbicb the ratin exceeds an upper threshold i.s

assigned an alphabetic descriptor representing the false-slam

packability ~iid a pair of numbers (M,N) that. are the initial and

final hala)~ces in the .+~quence. Fi~res 1 and 2 are example

alarm c!harts for abrupt (period 3) antiprotracted

diversions, respectively. Tbe association between

false-alarm prok,ahi]ity is given in Table I.

periods 3-E!

letters and

5
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TABLF I

PLOTTING SYMBOLS FOI?ALARM-SEQUENCE CHART

A

B

c

D

E

F

G

False-Alarm Probability

0.02 to 0.07

0.01 0.02

0.005 0.01

0.001 0.005

0.0005 0.001

010001 0.0005

0.00005 0.0001

3%- pattern-reco~nition algorithm given in this paper is

hase(?on the transformation of the alphabetic descriptor and

initial and final balance number of the alarm chart into a

numerical matrix as follows.

The row number I for a particular subsequence from balance M

to balance N is giv(’nby

~ =N(N - 1)
+M.

2

For example, the subsequence 2 to 4 is represented in row 8.

Eech row of the transformed matrix represents the significance

level of the.test r~sult for a particul~r subsequence. RCIW 1 is

the subsequence from balance 1 to balance 1; row 2 is from

balance 1 to balance 2; row 3 is from balance 2 to },alance 2;

etc. There are NBMAX rows in the matrix qiven by

NEIMAX= NE(NB + 1)/2 ,

6
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where RB is the rur?,berof available materials balances. Each

column in the xnat.rix contains a number representing the

false-alarm probability used in detenr.ining the SPR’ithresholds.

For example, if :I?eprobability ratio for a particular

subsequence (matrix row) exceeded the fourth false-alarm

probability threshold, that row wocld have the numbers 1

through 4 in tne first four columns, a~$ the remaining columns

would he zero:

row M, N 1 23400 . . . 0 .

Tbe next step is to calculate the row sum vector, whick has

one element fcr each row in the transformed matrix. It is

calculated from the equation

N c

r,suhl(x)= ; KL(I,J) ,

J=l

where I is the row numkr,

J is the column number,

NC is the r;.lmherof co~umns in the matrix K,

K(I,J) is the assigned numerical value of the column

number, and

L is a ronstant. power.

Rpcause each row in the matrix represents a subsequence, so does

each element jn RS[JM. Therefore, the next step in the alqnrithm
7
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is to aggregate the elements of RSUM to isolatti the information

pertaining to each ~ubsequence. One way to do this is to

calculate the balance sum vector BSUM, which has NE elements,

each being the sum of all the RSUM elements corresponding to the

initial and final balance numbrs of a particular subsequence.

For example, the fourth element of BSUM represents the

subsequence starting a. 1 and ending at 3. It would contain the

sum of RS~ elements 1, 2, 4~ 5* and 6 because these elem?nts

either start the subsequence, end the subseq~ence, or both.

The information in the balance sum vector BSUM is used to

provide ir.‘:cations of possible diversion and to ascertain the

scenario of the diversion. is each balance is taken in this

sequential process, the lol:ation of the largest element in the

BSUM vector is determined. If the magnitude of this element i~

less than some threshold (obtained through simulation), no loss

is assumed and the sequential process continues. If the

threshold is exceeded, then loss is assumed and the element

i)umber where the mayimum BSUM value occurred is used to determine

the scenario. Fc- example, if the maximum value occurs in BSUN

element 4* l.epresenting subsequence 1 to 3~ and it exceeds the

threshold, then protracted loss in the subsequence 1 to 3 is

indicated. If the maximum appears in element 6, representing the

subsequence 3 to 3, then abrupt loss at balance 3 is assumed.

From the 10SS scenario dete~ined above, the ~stimated amount of

material lost is obtained from the CUSUM data for the

corresponding subsequence.
e
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3. EXAMPLE APPLICATION

T}lepattern recognition scheme described in Section 2 was

tested oil simulated data from a simple model process. This

process consisted of a single inventory of material in each

period i with measurement model

li =I(l+F
I +“1, #
i

i =1,2, ....N ,

where E
Ii

repre.ents an uncorrelated measurement error that

changes in each balance period, ~1 is a correlated error

representing, for example, an instrument bias that does not

change over the N periods; I is the true inventory of material.

The single input and single output transfer for the

in each period i have the conuno,lmeasurement model

1’.=T(l+c+q
L T T) ‘

i

Iroilel process

where E n ~ are the uncorrelated anticorrelated errors
Ti’ .

respectively~ and ? is the true input (output) transfer. For

this example the standard det~iation of each of the errors is

ecplal to 0.1, and the true values of the inventories a-’cl

transfers are all. 1.0. Under these assumptions the standard

deviation of a single materials balance is 0.24, and the standard

deviation of the cumulative sum of 25 materials balances ie 3.61.

The algorithm was tested in a series of 25-halanee-pexicd

Monte Carlo simulations untiereach of the assumed scenarios and
9
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various levels of diversion. The threshold for detection was

obtained from a no-loss scenario to give a false-alarm

probability of 5%. The results are shown in Fig. 3. Also shown

in Fig. 3 is the detection probability for a fixed-length CUSUM

test applied over 1, 6, and 25 balance periods. In these results

the fixed-lenflh test appears to be better than the

patt.ern-recognition method when they are compared for the same

105= scenario. Note, however, that in applying the CUSUM we

;equj.rea Friori knowledge of the balances where materials loss

will occur, whereas the pattern-recogniti ”>fimethod does n@t need

that information. Indeed, when the 10SE scenario is not known,

the correct comparison between the two methods tisesthe

fixed-le~gth CUSUM wcr 25 balances, reflecting the lack of

knowledge about which balances contain materials 10SS. Table II

gives the predicted resultc cf the algorithm for one level of

diversirm for each scennrio average of 5000 simulation rung.

TABLE II

ACTUAL SCENARTO

A))rupt

Actufil nubscqtmnce 1o-1o

Actual los~ 0.735

Overall de?tsction probability 0.5274

Predicted abrupt sul-~:equenre 10-”10

Pred~ctei ahtupt Inns (1.Qp

Predicted protracted suhaequence 9-1o

Predicted protracted 10BS 1.42

10

~“lo

2.7R2

0,7?50

5-5

O.RI

5-6

1.64
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4. SUMMARY AND FUTURE WOPK

?~~s paper has d~scri~d an application of

pattern-recognition principle to materia16 accounting in which

improved prohakdlities of detecting materials loss are obtained

as compared with standard methods such as a fixed-length CUSUM

test. Further, these methods can also identify the type of 10ss

scenario. ‘I%ebasis of this work is the alamn-sequence chart,

which summarizes the results of testing all contiguous

subsequences at sevexal significance levels. Previously these

charts were interpreted subjectively; howevert bY convetiing the

alarm-sequence chart co a numerical matrix and extracting

feat~~re~ sensitive to different loss scenarios, the

slam-sequence chart can he i(]terpreted automatically and witl~

an improved detection prohahility. Other applications of

pattern recognition to interpreting alarm sequence charts are

under investigation, including constructing alarm-chart

templates represent.atjve of different loss scenarios and

defining a mmtric that meafiures the dj~tance between a realized

nlann ch .rt hnd the templat~s.

11
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